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P robl em  Statem ent
• I KE v 2  w ind o w ing m and ate s  th at th e  s e nd e r w ind o w  d o e s  no t m o v e  u ntil th e  o ld e s t m e s s age  s e nt f ro m  o ne  pe e r to  ano th e r is  ac k no w le d ge d .  
• L o s s  o f  e v e n a s ingle  pac k e t le ad s  to  re pe ate d  re trans m is s io ns  f o llo w e d  b y an I KE  S A  te ard o w n if  th e  re trans m is s io ns  are  u nac k no w le d ge d .
• D e -s ync h ro niz atio n o f  w ind o w s  b e tw e e n s e nd e r and  re c e iv e r o f  I KE v 2  m e s s age s  c an h appe n,  m o re  s o  in h igh  av ailab ility to po lo gie s .  
• R e c o v e ry f ro m  w ind o w  d e -s ync h ro niz atio n is  no t po s s ib le  in H A  to po lo gie s  s inc e  s tand  b y d e v ic e  d o e s  no t h av e  th e  ac tu al m e s s age  I d  range



P robl em  Statem ent  ( C ontd)

• I n c as e  o f  H A ,  th e  m e s s age  w ind o w  ne e d s  to  b e  u pd ate d  f ro m  th e  ac tiv e  to  
th e  s tand b y.  I d e ally th e  u pd ating s h o u ld  h appe n af te r e ac h  pac k e t is  s e nt o r 
re c e iv e d .  

• P e rio d ic  s ync h ro niz atio n o f  I KE v 2  m e s s age  w ind o w  (  rath e r th an pe r-
pac k e t)   is  m o re  d e s irab le  to  m ak e  th e  H A  u pd ate s  le s s  c h atty.  

• H o w e v e r,  th is  c an le ad  to  m e s s age  w ind o w  d e -s ync h ro niz atio n b e tw e e n th e  
ne w  ac tiv e  d e v ic e  and  th e  pe e r.  



Sol u tion 1   - P eriodic or m ore rel ax ed u p dates.
• R e lax  th e  m e s s age  w ind o w  re q u ire m e nt and  ac c e pt pac k e ts  b e lo w  and  

ab o v e  th e  c u rre nt w ind o w  w ith in c o nf igu rab le  lim its .

• P o s s ib le  I m pac t 
– V io latio n o f  th e  I KE v 2  R F C  
– C an le ad  to  re play attac k s ,  w h e re  o ld e r – pre v io u s ly s e nt pac k e ts  are  

re playe d .  



Sol u tion 2 – N ew W indow-Sync Ex chang e 
between P eers.

• I ntro d u c tio n o f  a ne w  e x c h ange  type  th at allo w s  tw o  pe e rs  to  e x c h ange  and  
s ync h ro niz e  w ind o w  s tate  b e tw e e n pe e rs .  

• W ind o w -s ync  e x c h ange  ge ts  trigge re d  w h e n a d e v ic e  d e te c ts  th at it is  o u t o f  
s ync  w ith  it’s  pe e r.  

• W ind o w -s ync  e x c h ange  is  a re q u e s t-re s po ns e ,  w h e re  e ac h  pe e r d e c lare s  
it’s  s e nd  and  re c e iv e  w ind o w s  and  e v e ntu ally b o th  pe e rs  s ync h ro niz e to  th e  
h igh e r m e s s age -id .  

• R o u gh  d raf t w as  e arlie r pro po s e d  in ie tf w ith  th e  pro b le m  s tate m e nt

• N e w  D raf t to  b e  pu b lis h e d  s o o n w ith  c h ange s  as  pro po s e d  h e re  …


