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Abstract—A significant part of the Internet traffic today is  Traffic Optimization (ALTO) problem [8]: how to best provide
generated by peer-to-peer (P2P) applications used tradithally  the topology of the underlying network while at the same
for file-sharing, and more recently for real-time communicaions time allowing the requesting node to use such information to

and live media streaming. Such applications discover a roet to . . .
each other through an overlay network with little knowledge of effectively reach the node on which the content residessThu

the underlying network topology. As a result, they may choos it would appear that P2P networks with their applicatiorefay
peers based on information deduced from empirical measure- routing strategies based on overlay topologies are in direc

ments, Whi(?h can lead to suboptimal_chc_)ices. We refer to this competition against the Internet routing and topology.
as the Application Layer Traffic Optimization (ALTO) proble m One way to solve the ALTO problem is to build distributed

and present a survey of existing literature. We summarize ad lication-I | . for locati d path seleclio-
compare existing approaches, identify open research issseand 2PPlication-level services for location and path select

argue for the need of layer cooperation as a solution to the ATO ~ 14], in order to enable peers to estimate their position in
problem . Finally, we examine the role of the Internet Enginering  the network and to efficiently select their neighbors. Samil
Task Force (IETF) * in standardizing specific protocols related solutions have been embedded into P2P applications such as
to this problem. Azureus [15]. A slightly different approach is to have the
Internet service provider (ISP) take a pro-active role ia th
o o routing of P2P application traffic; the means by which this ca

A significant part of today’s Internet traffic is generated bye 5chieved have been proposed [16-18]. There is an imtrinsi
peer-to-peer (P2P) applications, used originally for flaring,  g¢ryggle between the layers — P2P overlay and network under-
and more re_cently for_ realtime mu_ltim_edia commu_nicatio_rlﬁy — when performing the same service (routing), however
and live media streaming. P2P applications are posingrignere are strategies to mitigate this dichotomy [19, 20]r Ou
challenges to the Internet infrastructure; by some esamatposition in this paper is that solutions to the ALTO problem
P2P systems are so popular that they make up anywhgfg he pest achieved by enabling communications between
between 50% to 85% of the entire Internet traffic [1-6]. e pop application layer and the network layer.

P2P systems ensure that popular content is replicated ajphe rest of this paper is structured as follows: section I

multiple instances in the overlay. But perhaps ironicadly, gyrveys the existing literature on topology estimation and
peer searching for that content may ignore the topology pfer interactions. Section Il makes a case for our pasitio
the latent overlay network and instead select among aveilabp the need for layer cooperation. Section IV details the
instances based on information it deduces from empiricihen research issues that will need to be addressed for layer
measurements, which, in some particular situations may legyoperation, and section V concludes the paper by examining

to suboptimal choices. For example, a shorter round-miti {he role that IETF can play in fostering protocols and solui
estimation is not indicative of the bandwidth and relidpibf ¢4, these issues.

the underlying links, which have more of an influence than
delay for large file transfer P2P applications. Il. SURVEY OF EXISTING LITERATURE
Most distributed hash tables (DHT) — the data structure thatgymmadi et al. [7] compare popular DHT algorithms and
imposes a specific ordering for P2P overlays — use greegisides analyzing their resilience, provide an accuraduev
forwardm.g aIgonthms to reach their destination, makiog | gtion of how well the logical overlay topology maps on the
cally optimal decisions that may not turn to be globallphysical network layer. In their paper, relying only on mea-
optimized [7]. This naturally leads to the Application-l&ay syrements independently performed by overlay nodes withou
N , _ _ the support of additional location information provided by
We point out that these are our views as long-time memberscand t | titi th d trate that th t efficient
tributors to the IETF and should not be construed as beingreed by the ex erpa en es, ey e.rT-\ons rate a . e most etncien
IETF. algorithms in terms of resilience and proximity performanc

I. INTRODUCTION AND PROBLEM STATEMENT



are those based on the simplest geometric concept (i.eénthe 1B. Topology Estimation through Layer Cooperation
geometry, rather than hypercubes, tree structures anertytt | <aaq of estimating topology information on the appli-

networks). ) ) _cation level through distributed measurements, this m#or
Regardless of the geometrical properties of the DHTS ifipn could be provided by the entities running the physical

volved, interactions between application-layer overlaysl networks — usually ISPs or network operators. In facts, they
the underlying networks are a rich area of investigatiogye full knowledge of the topology of the networks they
The available literature in this field can be taxonomixed iggminister and, in order to avoid congestion on criticaksin
two categories: using application-level techniques M€ are interested in helping applications to optimize thefitraf
topology and using an infrastructure of some sort. they generate. The remainder of this section briefly dessrib
three recently proposed solutions that follow such an aggiro

to address the ALTO problem; we consider this a good
example of what could be standardized by the IETF.

In order to provide P2P overlays with topology information 1) P4P Architecture: The architecture proposed by Xie
essential for optimizing node selection, different systdrave et al. [16] have been adopted by the DCIA P4P working
been proposed. group [27], an open group established by ISPs, P2P software

Estimating network topology information on the applicatio distributors and technology researchers with the dual gbal
level has been an area of active research. Early work gafining mechanisms to accelerate content distribution and
network distance estimation based on clustering by Franéitimize utilization of network resources.
et al. [9] was followed by the introduction of network co- The main role in the P4P architecture is played by servers
ordinate systems such as GNP by Ng et al. [10]. Netwog@lled “iTrackers”, deployed by network providers and ac-
coordinate systems embed the network topology in a lowessed by P2P applications (or, in general, by elementseof th
dimensional coordinate space and enable network distaf&P system) in order to make optimal decisions when setgctin
estimations based on vector distance. Vivaldi [11] and PREpeer to connect. An iTracker may offer three interfaces:
[12] propose distributed network coordinate systems tlat d « Info: Allows P2P elements (e.g. peers or trackers) to get

A. Application-Level Topology Estimation

not need landmarks for coordinate calculation. Vivaldi ésvn opaque information associated to an IP address. Such
being used in the popular P2P application Azureus [15] and information is kept opaque to hide the actual network
studies indicate that it scales well to very large netwogd.[ topology, but can be used to compute the network dis-

Coordinate systems require the embedding of the Internet tance between IP addresses.
topology into a coordinate system. This is not always pdssib « Policy: Allows P2P elements to obtain policies and
without errors, which impacts the accuracy of distance-esti  guidelines of the network, which specify how a network
mations. For example, it has proved to be difficult to embed provider would like its networks to be utilized at a high
the triangular inequalities found in Internet path disesic level, regardless of P2P applications.
[24]. Thus, Meridian [13] abandons the generality of networ « Capability: Allows P2P elements to request network
coordinate systems and provides specific distance evatuati ~ providers’ capabilities.
services. The Ono project [22] take a different approach andThe P4P architecture is under evaluation with simulations,
uses network measurements from content-distributionomtw experiments on the PlanetLab distributed testbed and veilth fi
(CDN) like Akamai to find nearby peers [23]. Used as a plugifests with real users. Initial simulations and PlanetLapeex
to the Azureus BitTorrent client, Ono provides 31% averaggents results [27] indicate that improvements in BitTatre
download rate improvement. download completion time and link utilization in the rande o
Most of the work on estimating topology information fo-50-70% are possible. Results observed in field tests coeduct
cuses on predicting network distance in terms of latengyith a modified version of the software used by the Pando
and does not provide estimates for other metrics such @mtent delivery network [28] show improvements in downloa
throughput. However, for many P2P applications througligputrate by 23% and a significant drop in data delivery average
often more important than latency. iPlane [14] aims at angat hop count (from 5.5 to 0.89) in certain scenarios.
an atlas of the Internet using measurements that contain®) Oracle-based ISP-P2P Collaboratioin the general so-
information about latency, bandwidth, capacity and los$ssta |ution proposed by Aggarwal et al. [17,29], network provile
To determine features of the topology, network measuremdist servers, called “oracles”, that help P2P users choose
tools, e.g., based on packet dispersion techniques (ppakst optimal neighbours.
and packet trains) as described by Dovrolis et al. in [25]m&an  The mechanism is fairly simple: a P2P user sends the list
used. Moreover, methods of active network probing or passief potential peers to the oracle hosted by its ISP, which sank
traffic monitoring can also generate network statisticatiefj such a list based on its local policies. For instance, thecksP
indirectly to performance attributes that cannot be diyectprefer peers within its network, to prevent traffic from lewy
measured but need to be inferred. An extensive study of suth network; further, it can pick higher bandwidth links, or
techniques that are summarized under the notion of netwqriers that are geographically closer. Once the applict@sn
tomography has been provided by Coates et al. [26]. obtained an ordered list, it is up to it to establish conmei



with a number of peers it can individually choose, but it haRen et al. [32] measured that the relay selection mechanism
enough information to perform an optimal choice. of Skype is (1) not able to discover the best possible relay

Such a solution has been evaluated with simulations anddes in terms of minimum RTT (2) requires a long setup and
experiments run on the PlanetLab testbed and the resutabilization time, which degrades the end user experi€ice
show both improvements in content download time and is creating a non-negligible amount of overhead traffic due t
reduction of overall P2P traffic, even when only a subset ef tiprobing a large number of nodes. They further showed that
applications actually query the oracle to make their densi the quality of the relay paths could be improved when the

3) ISP-Driven Informed Path Selection (IDIPS) Service:underlying network AS topology is considered.

The IDIPS solution [18] was presented during the SHIM6 Some features of the network topology are hard to infer
session of the PALIETF meeting. It is essentially a modifiedthrough application-level techniques and it may not be iptess
version of the solution described in section 11-B2, extahtle to infer them at all. An example for such a features are servic
accept lists of source addresses other than destinatiamdém provider policies and preferences such as the state and cost
to function also as a back end for protocols like SHIM6 andssociated with interdomain peering and transit links. thap
LISP (which aim at optimizing path selection at the networkxample is the traffic engineering policy of a service previd
layer). An evaluation performed on IDIPS shows that costs favhich may counteract the routing objective of the overlay
both providing and accessing the service are negligibl¢ [30network leading to a poor overall performance [19].

Finally, application-level techniques often require appl
cations to perform measurements on the topology. These
measurements create traffic overhead, in particular, iorea

The application-level techniques described in SectioA II-ments are performed individually by all applications ietsted
provide tools for peer-to-peer applications to estimate pi estimating topology.
rameters of the underlying network topology. Although thes Given these problems of application-level topology estima
techniques can improve application performance, there aien techniques we argue that a better solution involves the
fundamental limitations of what can be achieved by opegatitooperation between network and application layer.
only on the application level.

Topology estimation techniques use abstractions of the
network topology which often hide features that would be We believe that there are sizable open research issues
of interest to the application. Network coordinate systemw® tackle in an infrastructure-based approach to traffic op-
for example, are unable to detect overlay paths shorter thimization. The following is not an exhaustive list, but a
the direct path in the Internet topology. However, theséipatrepresentative sample of the pertinent issues.

IIl. THE CASE FORLAYER COOPERATION AS A SOLUTION
TO THEALTO PROBLEM

IV. OPEN RESEARCH ISSUES

frequently exist in the Internet [24]. Similarly, applitat- Co-ordinate estimation or path latencies?Despite the
level techniques may not accurately estimate topologig¢ls wimany solutions that have been proposed for providing agplic
multipath routing. tions with topology information in a fully distributed maamn

When using network coordinates to estimate topology infathere is currently an ongoing debate in the research contynuni
mation the underlying assumption is that distance in terinswhether such solutions should focus on estimating nodes’
latency determines performance. However, for file sharimy acoordinates or path latencies. Such a debate has receetty be
content distribution applications there is more to perfance fed by studies showing that the triangle inequality on which
than just the network latency between nodes. The utility ebordinate systems are based is often proved false in the
a long-lived data transfer is determined by the throughjput mternet [24]. Proposed systems following both approaches
the underlying TCP protocol, which depends on the rounm-tr- in particular, Vivaldi [11] and PIC [12] following the
time as well as the loss rate experienced on the corresppndiormer, Meridian [13] and iPlane [14] the latter — have been
path [31]. Hence, these applications benefit from a richer semulated, implemented and studied in real-world triaés;he
of topology information that goes beyond latency includingne showing different points of strength and weaknesses.
loss rate, capacity, available bandwidth. Concentrated work will be needed to determine which of the

Some of the topology estimation techniques used by peéro solutions will be conducive to the ALTO problem.
to-peer applications need time to converge to a result. ForMalicious nodes. Another open issue common in most
example, current BitTorrent clients implement local, pass distributed environments consisting of a large number efge
traffic measurements and a tit-for-tat bandwidth recigyociis the resistance against malicious nodes. Security mérhan
mechanism to optimize peering selection at a local levedr&eto identify misbehavior are based on triangle inequalityaks
eventually settle on a set of neighbors that maximizes th¢lr2], which however tend to fail and thus return false pusii
download rate but because peers cannot reason about tiee vadypresence of measurement inaccuracies induced, for dgamp
of neighbors without actively exchanging data with them anal traffic fluctuations that occur quite often in large netisor
the number of concurrent data transfers is limited (typyca [21,24]. Beyond the issue of using triangle inequality dsec
5-7), convergence is delayed and easily can be sub-optimaluthoritatively authenticating the identity of an oracémd

Skype’s P2P \VolP application chooses a relay node in caggsventing an oracle from attacks are also important. Explo
where two peers are behind NATs and cannot connect directigtion of existing techniques — such as public key infragtrte



or identity-based encryption for authenticating the idgnt popularity — and that a geographical distance based on ssidre
and the use of secure multi-party computation techniquesprefix analysis is considered during the server selectitieyT
prevent an oracle from collusion attacks — need to be studigliow that the peer selection process today is unlikely based
for judicious use in ALTO-type of solutions. on topology locality. Instead the peer’s capacity influenite
Information integrity. Similarly, even in controlled archi- the creation of the peer lists similar to BitTorrent: low aajty
tectures deployed by network operators where system eklsmgreers connect mostly with other low capacity peers to avoid
may be authenticated [16-18], it is still possible that thwasting the high capacity peers bandwidth. It remains to be
information returned to applications is deliberately mte seen whether an ALTO-type of solution can be conducive to
for example, assigning higher priority to cheap (monetarg hybrid media-server assisted P2P system.
wise) links instead of neutrally applying proximity criigr
What are the effects of such deliberate alterations if mpigiti V. ROLE OF THEIETF
peers collude to determine a different route to the target, 0 We believe that the IETF can and should play an important
that is not provided by an oracle? Similarly, what are thele in designing specific protocols and mechanisms for an
consequences if an oracle targets a particular node in @notéffective solution to address the Application-Layer Tiaffi
AS by redirecting an inordinate number querying peers to @ptimization (ALTO) problem [8]. The IETF is recognized
causing, essentially, a DDoS attack on the node? Furthesmgbr its high quality standards and is thus the best candidate
does an oracle broadcast or multi-cast a response to a difierydster the wide adoption the effectiveness of an ALTO soluti
so, techniques to protect the confidentiality of the mudstc ~ As mentioned previously, such a solution should enable
stream will need to be investigated to thwart “free riding¢ross-layer cooperation, allowing communications betwee
peers. applications and network elements aware of the underlying
Simulate or build? Much debate in the P2P researchetwork topology. In particular, the IETF should specife th
community clusters around the simulate or build questiofbllowing:
Undoubtedly, it is hard to foresee how proposed systemsdvoul | , lookup mechanism to be used by applications to dis-

perform in the Internet. Simulations and testbed emulation .o ar the appropriate network elements to query in order
are in most cases the only options available on benchmarking 4 qptain topology information they need for ALTO:
the performance of the system. However these have often '

) [ ) « a protocol to be used in communications between appli-
proved to be inadequate — in at least one particular case [21] 4tions and those network elements
they have only provided a rough optimistic approximatiohs o , . . '
what would be measured in the real world. Even using nearitlr1 '(S) (;?gfoerlvii?el.\erv;hn?oiztz ufg\;isd?i)y (r;l(())t bein?(())ﬂ;)trjfble
realistic testbeds such as PlanetLab do not suffice forinert P P pology

aspects of quantifying P2P traffic: more often, these tesstbe 0] ellml_nate t.h|s intervention, alternative s_chemes torede
tﬁ ological distance can be used. For instance, Ono uses
|

do not take in account the user component, which is cruci t redirecti ted by AK i CDN
for file-sharing P2P systems. After all, a P2P system depenC S?o;ﬁngggr:c;gf egseti?ﬁ;?irf diZtancaemtil eerS's\;\r/\é?(rj?J%S an
on the choices and interests of its users to fetch, store, &t} 9 P ’

disseminate content and it is hard to simulate a sizable ug?fvizlegj ubse ;y::g:ﬁ:; iﬁi(;gdm;ie i%?%m;.aﬁen?ﬁgoézliec?elge
population with varying tastes to authoritatively obsetkie P y party

behavior of a P2P network. New techniques in simulation 6?pological information available to other peers withohe t
testbed usage would need to be investigated cooperation of the ISP. The protocols specified by the IETF

Richness of topological information. Many systems al- should work uniformly, irrespective of querying an operato

ready use RTT to account for delay when establishing coP\r—OV'ded resource or a neutral third-party resource.
nections with peers (e.g., CAN, Bamboo). An operator can ACKNOWLEDGMENT
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